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A New Worst-Case Timing
Approach for Automotive

Dr. Nicholas Merriam i

Worst is not always best =
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Contents

« Introduction, motivation

« Basics of (Worst-Case) Timing Analysis

« Why today’s WCRT Analysis is problematic

« Why measurement and modelling are best friends

« SuMmmary
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Why care about timing?

 No safe and highly available embedded
software without rock-solid timing.

« If you don’t properly care about timing, it will
get you in the dark (= late in the project).

« Corrected timing can save $$$

(cf. “Timing analysis saves OEM €12m" in Peter Gliwa’s
book)
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Why care about worst-case timing?

- Safety v. Availability - ~
« Fail-safe Now | am safe but |
cannot move
- Timing is highly variable anymore!
- External variation N ﬂ/\)‘ﬂ%
« Input signals arrive with jitter é

&5
o

- Internal variation
« Execution time varies, depending on software path
« Response time varies, depending on pre-emption

« How many cases for ISO 26262 ASIL D/C/B/A?

« Consider a single, worst case
« Argue that other cases will function at least as well
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What is this?




The V-model as we know it

Requirements System Tests

Abstraction

Module Tests |

Implementation
Integration

Time
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It is applicable to timing as well!

A
cC
O .
*g Requirements System Tests
'E Timing Requirements / Profiling (RTs, CPU-load)
-2: Timing Constraints Timing Supervision

—

Design Module Tests

Timing Concept, Mapping Profiling (CETs) /

OS configuration Timing Supervision

Apply your development

Implementation orocesses and

Integration methodologies also to the
timing of your software!

Timing Debugging /
Timing Optimization /
PIL Profiling
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What are WCET and WCRT?

Activate Preempt Wait  (Re-)Start

PrioA\Start\(Re-)Start(R/e'easy/Terminate
Task_A ' N WCET = Worst Case Execution Time
Task_B : ' - = theoretical maximum CET
Task_C — R WCRT = Worst Case Response Time

= theoretical maximum RT

NST1 NST2 !
Lo DL = Deadline (max. allowed RT)

' ST ! timing constraint, timing

T L requirement

PER
DT

y




Analysis Techniques: Summary

« Static Code Analysis « SW-based Tracing

« How? Analyze binary « How? Instrument SW (T1.scope)

- What? Provide WCET . ‘\/Vhat? Get _sch,eduling traces, see
. Code Simulation the real thing

- How? Simulate processor, * Scheduling simulation

execute target machine code « How? Simulate OS

- What? Run target code on x86 - What? Explore scheduling on x86
« Measurement - Static Scheduling Analysis

* How? Instrument SW (T1.cont) - How? Mathematical approach

- What? Get timing parameters, - What? Provide WCRT

supervise SW
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Overview Analysis Techniques

Level, scope, A
granularity

Inter-product
(e.g. car-2-x)

Network
(ECUs, buses)

ECU

Processor

Scheduling Simulation
Static Scheduling Analysis

Measurement

Runnable (top- 1|
level function)

Basic block

Opcode |

Static Code Analysis

Opcode State |

Observation of
the real World

Simulation

Model based, static Analysis
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Model-based v. real world

« Model-based - Real world
« Available before real hardware « Real hardware or detailed simulator
- Available before real software « Limited before real software
« Complex model is expensive « Accurate measurement is not easy
« Requires validation of model « Requires validation of test cases
« No embedded hardware needed « Expensive hardware environment
« Analysis can be very fast » Testing can be time-consuming
« Analysis is easy to automate « Hard to automate (e.g. test drive)
« Modelling is recommended « Some test evidence is mandated
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Executable
e.g. ELF

Annotatio

Configuration

(clock speed,

waitstates, etc.) .

i
#
#

. ...

E

Static Code Analysis (WCET)

Precise model of the
processor (incl.
pipeline, cache, etc.)

Static f:-:}dE 3
analysis

(and BCET) plus
visualization of
e.g. the longest

/;' Report with WCET

Although the analysis is path through the
based on the executable, code (bﬁf means
the results can typically be of runtir‘ne}

improved when source code
is provided as well.

Or (more simple):

Static code

analysis

WCET out
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Static Code Analysis (WCET)

only (aod s
D <hs @Y&&HJ
looks Ithe ¢

th's s ULJF
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Probability

| i i
| 3 1
i t i
! L !
k’;teal BCET and WCET (impossibleto\J
be determined in finite time)
Results of the static code analysis: safe
lower/upper bounds for BCET/WCET
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Static Scheduling Analysis (WCRT)

Observation interval

J; + RT;
RT,= J, + CET, + Y. CET,- it o pp,
N —— _ ‘ PER ; ——
Jitter of task i CET of task i J€hp(d) N — !, Deadline

Number of preemptions .
. T ey Or (more simple):

Delay due to preemptions

Operating system
configuration: which
tasks and ISRs exist, an
what are their priorities?
Optionally, information
about runnables

OS cfg in

Precise model of the

operating system
¢ /> Static
G

= , enerated schedulin
= T Static calculated _ 9
BCET and WCET of all scheduling scheduling traces analysis
tasks and ISRs (and analysis
runnables, if available) =
(Profiling-) report with WCRT out

worst-case timing
parameters such as
RT, DT, GET or CPU-
load

Activation patterns of
all tasks and
interrupts
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Scheduling Simulation

Operating system
configuration: which
tasks and ISRs exist,
what are their priorities?
Optionally, information
about runnables

Precise model of the

operating system

Generated
simulated
scheduling traces

e

(Profiling-) report with
timing parameters
such as RT, DT, GET or
CPU-load

Scheduling

BCET and WCET of all simulation

tasks and ISRs (and
runnables, if available)

Activation patterns of
all tasks und
interrupts

Bi

Information regarding
data flow, communication,
and synchronization

Optionally, additional
information can also be
regarded to get a more
detailed analysis.

Or (more simple):

min/max CET 1N

OS cfg in

Scheduling
simulation

Traces out § Profiling out
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What happens in real projects?

- GLIWA does a lot of ‘fire-fighting’: ?%:—‘

projects with timing issues ask for help.

« OEMs require more and more pessimism
(more is not always better!)

« Result: loss of focus; some really
important timing aspects get neglected.
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Additional constraints: time consuming

« Dramatic over-estimation without additional
information
» Aperiodic tasks
« Mutual exclusion

 Dangerous under-estimation without
additional information
o Jitter
e Clock-drift
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How deadlines are applied

» Today'’s approach

« Timing requirement is defined, e.g. DlLi,g = 1ms
« This translates to RTreg < 1ms
« For safety-relevant projects, this is interpreted as WCRT,o g < 1ms

» Since the WCRT is not available, it is implemented as upper_bound < 1ms



What does I1S026262 require?
For ASIL-D, less than 10 FIT
meaning less than 10 faults in 10°
hours of operation

— -

- Impossible to translate
to a timing constraint

Probability

Definition ‘Real world WCRT’
Looking back at the end of the life-
time of all units: greatest RT value
which ever occurred.

Let’s call it RWCRT.

Our constraint is actually = s
DL = 1ms > RWCRT < 1ms : = Unknown when developing

= Known when developing
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For WCET, see Peter Gliwa’s talk

- Slides
https://gliwa.com/downloads/EMCC2022 WCET Peter Gliwa.pdf

 Video
Check out GLIWA's | o
YouTube channel! Bl cuws

WCET ??

How much “worst case’
is in "'worst case’?
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Model-based ' real world
 Model-based  Real world
« Available before real hardware  Real hardware or detailed simulator

Limited before real software

Available before real software

Validates testing Validates model

No embedded hardware needed Expensive hardware environment
« Maximize hardware availability « But no additional cost

Analysis can be very fast Testing can be time-consuming

Analysis is easy to automate Hard to automate (e.g. test drive)



Validation
 Models contain unsafe errors  Measurements omit test cases
« Not always trivial errors « Modelled results can point to a
« Measured results can point to an missing test case
error in the model .- Measurement granularity is
 Models contain unnecessary hard to guess
pessimism (tasks/runnables?)
« Measured results can point to a « Modelled results can better focus
safe improvement in the model measurement

« Mutual exclusion
« Start engine in test mode



A new approach to embedded timing

1. Use measurement and model-based methods

2. Use measurements to refine models and
models to refine measurements

3. Make timing consideration a first-class part of embedded software
 ...rather than hoping to get the seal of approval at the end of development.
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I have a dream...

* In this dream, we get together
« OEMs
e Tier-1s
« Timing tool vendors
« Timing pioneers (for example academics)

 We discuss
« The facts
« The needs
 The requirements
« Possible solutions



Defensive code with respect to timing

Defensive code

Check inputs even when they are expected to be correct / in range.

* On code-level * On scheduling-level

void someFunction(void)

- timing protection (e.q.
unsigned int 1 through AUTOSAR or T1.cont)

WCET_ASSERT( a <= 42 );
for (i=0; i<a; i++) {
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Timing integration in development

« Unit/module tests
« What is the timing with no pre-emption, no
memory conflicts, no cache misses? Is it already
close to the limit?

« Beware of premature optimization

Abstraction
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Possible inputs for static scheduling analysis

Static code Tracing
analysis

Traces

OS cfg in

Static Static
scheduling scheduling
EUEWATS analysis

WCRT out WCRT out







Embedded Software Timing does matter!

« Addressing a purely theoretical WCRT binds resources
and moves the focus away from real timing issues.

« Use the best of each: combine model-based 7

techniques with measurement/tracing (not just for
verification!)

« Let’s get together and think about a more sensible
future worst case timing approach.
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